Part 11l User’'s Reference Manual

Chapter 11: Encrypted vs. Unencrypted Connections

In this chapter, we provide guidance on determining whether your connection
Is encrypted, and ensuring that you open an encrypted connection.

Chapter 12: Kerberos Command Descriptions

In this chapter we list the native Kerberos commands, and provide a brief
description and option list with descriptions adapted from the man pages.
Programs that Kerberos provides for ticket and password management include
Kinit, klist, kpasswd and kdestroy.

Chapter 13: Network Programs Available on Kerberized Machines

In this chapter we document the Kerberized features of several network
programs.
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Chapter 11: Encrypted vs. Unencrypted

Connections

In this chapter, we provide guidance on determining whether your connection
Is encrypted, and ensuring that you open an encrypted connection, as needed.

C}' To comply with Fermilab policy, you only strictly need an encrypted
network connection when you type your Kerberos password. And to
further comply with policy, you should type your Kerberos password
over the network extremely rarely, if at al!

11.1 How do you know if your connection is
encrypted?

When you'’ re connecting to a strengthened machine over the network, it’s very
important to know if your connection isencrypted. If itis, you can reasonably
safely run Kerberos commands that require input of your Kerberos password
(see note above). If your connection is not encrypted, you must not type your
Kerberos password, since it would be transmitted in the clear. Noticethat there
are lots of bombsin this chapter!

‘ If you have achain of multiple connections (e.g., machinel to machine2,
machine2 to machine3, and so on), and if only one connectionis
unencrypted, then your connection as awhole is unencrypted. Do not
type your Kerberos password in this case!

Now, we'll discuss the individua connections ...

11.1.1 Connecting from Kerberized UNIX/Linux Desk-
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SSH

If you connect via K erberized ssh, verify your ssh client configuration to make
sureit initiates encrypted sessions. Thiswill vary depending on the ssh client.
If you' re not sure, use the command with the - ¢ option asfollows:

% ssh -c 3des <host>

or other argumentto - ¢ (except for none).

Other Kerberized Connection Program (e.g., telnet)

Your connection is encrypted if you are connected via one of the Kerberized
programs with the “encryption on” flag set. The program generaly tells you.
For example, for telnet, you can tell if the default is set for encryption by
typing the escape character (default is CTRL-], it can bereset with - e flag),
and entering st at us. Encryption information should be listed.

For any Kerberized connection program, you can always check the default
settinginthe [ appdef aul t s] section of your / et c/ kr b5. conf file.
Look for encr ypt =t r ue for the programyou’reusing. If encryptionisnot
on by default, use the encryption flag, e.g.,:

% rsh -x <host>
% tel net -x <host>

where rsh and t el net residein /usr/ kr b5/ bi n. Reference Chapter
13: Network Programs Available on Kerberized Machines for command
syntax.

If you connected in adifferent way, or if you're not sure, then assumethat the
connection isnot safe, log out and log in again as shown here.

11.1.2 Connecting over a CRYPTOCard ssh Session

Verify your ssh client configuration to make sureit initiates encrypted sessions.
Thiswill vary depending on the ssh client. If you're not sure, use the
command with the - ¢ option asfollows:

% ssh -c 3des <host>

or other argumentto - ¢ (except for none).
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11.1.3 Connecting over a CRYPTOCard telnet Session

CRY PTOCard telnet connections are unencrypted, and it'snever safetoissue
your Kerberos password. See section 11.2 If it's unencrypted, what do | do
when | need to reauthenticate?.

11.1.4 Connecting over a CRYPTOCard ftp Session

CRY PTOCard ftp connections are unencrypted.

11.1.5 Connecting from an X Terminal

The connection from an X terminal to ahost is never encrypted, soit's never
safe to issue your Kerberos password from an X terminal, no matter how
secure the connections are beyond that point.

Since X terminals provide no way of encrypting a network connection, we are
recommending their replacement by New Internet Computers (NICs). At
Fermilab we are providing a CD for configuring the NICs. You will soon be
able to get the CDs at the PREP window (for now, send a message to
csi-group@fnal .gov to request one). For information on the Fermilab
configuration, and instructions, go to

http://ww- oss. f nal . gov/ csi/, the CD-CSl department’s home
page, and click on ThinkNIC. For the vendor’s home page, go to

htt p: // www. t hi nkni c. cont .

11.1.6 Connecting from a PC Running Windows

Helpful hint: look for the locked lock symbol in your session window to ensure
the connection is encrypted!

With ssh

Thiswill vary depending on the ssh client. Verify your client configuration to
make sure it initiates encrypted sessions.

With WRQ® telnet client

WRQ® Reflection Security Components v8.0.0 supports ticket forwarding
to the remote host, so you shouldn’t need to run any commands on the remote
system that require password entry. Therefore you may not need an encrypted
connection (see section Chapter 19: Configuring WRQ® Reflection telnet
Connections). If you need to type your password on the remote host for any
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reason, then you do need an encrypted connection. Make sure that the WRQ®
Reflection telnet client is configured as described in section 19.6 Configuring
WRQ® Reflection telnet Connections.:

If you'veinstalled WRQ® Reflection X, you can opt to connect to a host
directly from the X CLIENT MANAGER window, but it does not provide
encrypted connections. If you will need credentials on the host, go through a
normal telnet connection. Donot ki nit from an X window!

With MIT Kerberosand Exceed 7.0 telnet client

Exceed 7.0 supports ticket forwarding to the remote host, so you shouldn’t
need to run any commands on the remote system that require password entry.
Therefore you may not need an encrypted connection. If you need to type your
password on the remote host for any reason, then you do need an encrypted
connection. To enable encryption, configure your Kerberized Exceed 7.0
telnet connections as described in section 22.5 Configuring the Exceed 7 Telnet
Application.

11.1.7 Macintosh: MIT Kerberos and Better Telnet

In section 24.4 Configuring Telnet pay attention to item (3). To summarize:

Invoke Better Telnet. On the FAVORITES menu, choose EDIT FAVORITES. On
the pop-up screen, click NEw to create a new configuration or edit an existing
one. Changetothe SECURITY tab, check Ker ber os aut henti cati on
and Ker beros encrypti on. Click OK to save the configuration.

11.2 If it’'sunencrypted, what do | do when |
need to reauthenticate?

One option for updating tickets on remote sessionsisto usethe k5push
script documented in section 9.2.6 Update Tickets on Remote Terminal
Sessions.

For portal mode connections, a script is provided with the Fermi kerberos
product as of version vl 2, that safely reauthenticates you on a Kerberized
host using your CRY PTOCard over an unencrypted connection. The process
exploits the portal mode feature that telnet with a CRY PTOCard always gets
you anew key. The script isfound at

[ usr/ kr b5/ bi n/ new portal -ticket (thescriptcontentisprovided
at the end of this section). Here's how it works:
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From your X terminal or unstrengthened machine, you run telnet to a
Kerberized machine and use your CRY PTOCard to authenticate. You get
logged inon, say, / dev/ ttyp3, with Kerberos tickets cached in
/tmp/ kr b5cc_ttyp3. Now your ticket expires. Still logged into the
Kerberized node, you log into the same machine again but using the
nonK erberized telnet:

% /usr/bin/tel net | ocal host

The machine responds in portal mode, you use your CRY PTOCard, and you're
now loggedinon / dev/ttyp4,for example, with anew
/tmp/ krb5cc_ttyp4 filethat hasanew cached Kerberos ticket.

So now you have two Kerberos cache files, and you' re logged into the machine
twice. Onecachefile(/ t np/ kr b5cc_tt yp3) hasan old expired ticket in
it, and the other (/ t np/ kr b5cc_t t py4) hasafresh, new, usable ticket.

Next, copy your fresh /t np/ kr b5cc_ttyp4 fileonto

/tmp/ krb5cc_ttyp3 (both cachefileslive on the destination machine, so
you're doing a safe, local file copy), run kdest r oy (which removes

/ t mp/ kr b5cc_ttyp4), andlog out once. Now you'reback at ttyp3,
with afresh new kerberosticketin /t np/ kr b5cc_ttyp3, and you can
continue doing whatever you were doing when your ticket expired.

Script Contents
#!'/ bi n/ sh

# get uid
eval ‘id | sed -e "s/(.*/I"’

# figure ticket cache
if [ "x$KRBSCCNAME' = x ]
then
krb5f il e=/tnp/ krb5cc_$uid
el se
krb5fil e="echo $KRBSCCNAME | sed -e sxFlLE: xx'
f

(
read |ine
echo $line
sl eep 1000 &
pi d=$
echo 'rkrb5file="echo $KRB5CCNAME | sed -e sxFILE: xx'
echo "cp \$rkrb5file $krb5file"
echo "kdestroy"
echo "echo xyzzy $pid xyzzy"
echo "exit"
wait $pid
)1 (
[ usr/krb5/bin/tel net |ocal host
)|
while read |ine
do
set : $line
case $2 in
Press)
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printf "$line\n"
printf "Enter the displayed response

Xyzzy)
kill $3

esac
done
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Chapter 12:. Kerberos Command Descriptions

In this chapter we list the native Kerberos commands, and provide a brief
description and option list with descriptions adapted from the man pages.
Programs that Kerberos provides for ticket and password management include
Kinit, klist, kpasswd and kdestroy.

12.1 kinit

ki ni t obtainsand cachesaticket (aticket-granting ticket, by default) for the
default principal or for a specified principal.

12.1.1 Syntax
%kinit [-] <lifetime>] [-s <start_time>] [-v] [-p] [-f] [-F] \
[-k[-t <keytab file>]] [-r <renewable_life>] [-R] [-a] \
[-A] [-c <cache_nanme>] [-S <service_nanme>] [<principal>]

12.1.2 Option Descriptions

-1 <lifetinme> requestsaticket withthelifetime <l ifeti me>. The
valuefor <l i feti me> must beanumber followed
immediately by adelimiter indicating the unit of time,
asfollows:

<n>s (seconds)
<n>m (minutes)
<n>h (hours)

<n>d (days)
Forexample: ki nit -1 90m You cannot mix units;
e.g.,avaueof “-1 1h30ni will result in an error.
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-s <start _tine>

-r <renewabl e_|

If the - | optionisnot specified, the default ticket
lifetime (26 hours, at Fermilab) isused. Thisoptionis
only useful for specifying aticket lifetime shorter than
the default; to extend the lifetime beyond this limit you
must renew theticket; see -r and - R

requests a postdated ticket, which can be validated (by
action of the user) any timeafter <start _ti me>. Its
lifetime starts when it gets validated. Format for the
date and time can be any of the following:

yyyymrddhhnmss
yyyy. mm dd. hh. mm ss
yymrddhhnmss

yy. mm dd. hh. nm ss
yymrddhhnm

hhnmmss

hhmm

hh: nm ss

hh: mm

Postdated tickets are issued with the “invalid” flag set,
and need to be validated before use; see - v.

requests that the post-dated ticket in the cache (with the
“invalid” flag set) be passed to the KDC for validation.
If the start time has passed, the cache is replaced with
the validated ticket.

requests proxiable tickets
requests forwardabl e tickets
requests nonforwardabl e tickets
ife>

reguests renewabl e tickets, with a maximum lifetime of
<renewabl e_| i f e>. If given avalue longer than
the preconfigured seven day limit, it will be set to seven
days. <renewabl e_I| i f e> usesthe sameformat as
the <l i feti me> associated withthe -1 option,
with the same delimiters.

12-2
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AFS

requests renewal of the renewableticket. Renewal must
take place before the ticket’s lifetime expires. An
expired ticket cannot be renewed, even if theticket is
still within its renewable life.

“k [-t <keytab file>]

-Cc <cache_nane>

requests a host ticket, obtained from akey in the local
host's keytab file. The name and location of the keytab
file should be specified with the -t

<keytab_fil e> option; otherwise the default name
and location will be used (the default

/ et c/ kr b5. keyt ab isnot useful here (except to
root); users cannot read it). Keytab files are generally
used for service principals. They are also used for cron
jobs (see section 10.3.1 Specific-User Processes (cron
Jobs)).

uses <cache_nane> asthecredentials (ticket) cache
name and location; if this option is not used, the default
cache name and location are used.

The default credentials cache may vary by system. If the
KRB5CCNAME environment variableis set, itsvalueis
used to name the default ticket cache. At Fermilab, this
variable istypically set to

FI LE: / t np/ kr b5cc_<sone_stri ng>. Any
existing contents of the cache are destroyed by ki ni t .

-S <servi ce_nane>

-a
-A

12.1.3 Examples

Default

specifies a particular service name to use when getting
initial tickets. If thisoptionisnot used, you get a
ticket-granting-ticket by default.

run akl og after obtaining tickets
donotrun akl og after obtaining tickets

Typically you canrunthe ki ni t command without options. Thisgetsyou a
26-hour ticket with the flags FI A set by default (For war dabl e,
Initial, Preaut henti cat ed; flagsareviewableusing kl i st -f,
see section 12.2 klist), plus an AFS token if AFSis running on the machine.
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Get Ticket with Specified Lifetime

Request aticket valid for three hoursusing the -1 option:
%kinit -1 3h

Get Renewable Ticket

Usingthe -r option, request arenewable ticket with a maximum renewable
lifetime of four days (thissetsthe R flag on theticket for Renewabl e, and
sets the AFS token lifetime to four days):

% kinit -r 4d

Then, before the lifetime of 26 hours has passed, and before four days expire
(you can renew aticket multiple times within its renewable lifetime, but not
after it has expired), renew the ticket using the - R option:

%kinit -R

The ticket will remain active an additional 26 hours or until its original four
days expires, whichever comesfirst.

Get Postdated Ticket

Next, request a postdated ticket (using the - s option), with alifetime of six
hours (the lifetime starts at validation time):

%kinit -s 12:25 -1 6h

Until it gets validated, the invalid ticket hastheflags Fdi | A set by default,
where d is PostDated and i is | nval i d. Vaidateit after the start
time has passed (using the - v option):

%kinit -v

Get Ticket based on Key

The following command requests a TGT for the principal

proj ect/ group/ host . f nal . gov, for the duration 30 minutes, with
authentication done on the basis of akey previoudly stored in the keytab file
[ usr/tnp/project. keytab (thiscommand would normally be
included in acron job file, not run interactively; see section 10.3.1
Soecific-User Processes (cron Jobs)):

% kinit -1 30m-k -t /usr/tnp/project. keytab \
proj ect/group/ host. f nal . gov

If you have an automatic process running as root, it is simplest to consider that
the host on which the job runsis the party responsible for the accesses it
initiates, and have it usethe / et ¢/ kr b5. keyt ab to obtain credentials as
host / <host nanme>. <domai n>:
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% kinit -1 30m -k host/<host nanme>. <donai n>

K erberos Command Descriptions 12-5



12-6 K erberos Command Descriptions



12.2 Klist

kl i st liststhe Kerberosprincipal and Kerberos tickets held in a credentials
cache (the default), or lists the keys held in a keytab file.

12.2.1 Syntax

%klist [-€] [[-c] [-f] [-s] [<cache_nane>]] \
[-k [-t] [-K] [<keytab_name>]]

12.2.2 Option/Argument Descriptions

-e displays the encryption types of the session key and the
ticket for each credentia in the credential cache, or each
key in the keytab file.

-C liststickets held in a credentials cache (as opposed to
keysin akeytab file). Invalid with - k. Thisisthe
default if neither - ¢ nor -k isspecified.

- f shows the flags present in the credentias, using the
following abbreviations:
A preAuthenticated
F Forwardable
f forwarded
P Proxiable
Y proxy
D postDateable
d postdated
R Renewable
I Initial
[ invalid
Invalid with - k.
-S causes kl i st torunsilently (produce no output),

while still setting the exit status according to whether it
finds the credentials cache. The exit statusis“0” if

kl i st findsacredentialscache, and“1” if it doesnot.
Invalid with - k.
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<cache_nane> specifiesthe credentialscache. If <cache_nane> is
not specified, kl i st will display the credentialsin
the default credentials cache (unless instructed to
operate on akeytab file). If the KRBSCCNAME
environment variableis set, itsvalue is used to name the
default ticket cache. At Fermilab, thisvariableis

typically set to
FI LE: / t np/ kr b5cc_<sone_stri ng>. Invaid
with - k.

-k listskeys held in akeytab file (as opposed to ticketsin a

credentials cache). Keytab files are generally used for
service principals. Invalid with - c.

-t displaysthe time entry timestampsfor each keytab entry
in the keytab file. Invalid with - c.
-K displays the value of the encryption key in each keytab

entry in the keytab file. Invalid with - c.

<keyt ab_name> gpecifiesthe keytabfile. If <keyt ab_nane> isnot
specified, kli st will display the keysin the default
keytab file (unless instructed to operate on a credentials
cache). Invalidwith - c.

12.2.3 Examples
Most frequently this command isissued with the - f option to indicate the
flags set on each ticket:
%Kklist -f

Ti cket cache: /tnp/krb5cc_ttyp0
Defaul t principal: aheavey@NAL. GOV

Valid starting Expi res Service principal
02/11/00 12: 45: 33 02/ 12/ 00 01: 45: 33
kr bt gt / FNAL. GOV@NAL. GOV
Fl ags: FIA
02/ 11/00 12:45:33 02/12/00 01: 45:33 afs/fnal.gov@NAL. GOV
Fl ags: FA

Tolist thekeysin akeytab file (for example akeytab file created for use with a
cron job, see section 10.3.1 Specific-User Processes (cron Jobs)), usethe - k
and -t <fil ename> options:

% klist -k -t /usr/tnp/userl. keytab

Keytab name: FILE:/usr/tnp/userl. keytab
KVNO Ti nest anp Princi pal
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9 02/15/00 10: 34: 28 user 1/ cron@NAL. GOV
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12.3 kpasswd

The kpasswd command isused to change a Kerberos principal’s password.
You can change a principal’s password from any account on amachine in the
realm. kpasswd promptsfor the current Kerberos password,and if supplied
correctly, the user is then prompted twice for the new password, and the
password ischanged. kpasswd works even if the old password has expired.

Inthe FNAL.GOV ream, apolicy isin effect that specifies the length and
minimum number of character classes required in the new password. The
password must be at |east ten characterslong and contain at |least two character
classes. For root, the password must contain at least 13 characters of at |east
three classes. The character classes are: lower case, upper case, numbers,
punctuation, and all other characters.

12.3.1 Syntax

% kpasswd [ <pri nci pal >]

12.3.2 Argument Description

<princi pal > Change the password for the Kerberos principal
<pri nci pal >. If not given, the principal is derived
from the identity of the user invoking the kpasswd
command.
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12.4 kdestroy

The kdest roy utility destroysthe user’s active Kerberos credentials
(tickets) by writing zeros to the specified credentials cache that contains them,
and then deleting the cache. If the credentials cacheis not specified, the
default credentials cache specified by $K RBSCCNAME is destroyed.

12.4.1 Syntax

% kdestroy [-q] [-c cache_nane]

12.4.2 Option Descriptions

-q Runs quietly. Normally kdest r oy beepsifitfailsto
destroy the user’stickets. The - q flag suppressesthis
behavior.

-Cc <cache_nane>

Uses <cache_nane> asthe credentials (ticket)
cache name and location; if this option is not used, the
default cache name and location are used. If the
$KRB5CCNAME environment variable is set, its value
is used to name the default cache. At Fermilab, this
variable istypically set to

FI LE: / t np/ kr b5cc_<sone_stri ng>.

12-12 K erberos Command Descriptions



Chapter 13: Network Programs Available on

Kerberized Machines

In this chapter we document the Kerberized features of the network connection
programs that are usable with Kerberos v5.

13.1 Introduction

The Kerberos V5 network programs are versions of existing UNIX network
programs with the Kerberos features added. We call these versions
“Kerberized”. They includetelnet, rsh, rlogin, FTP, and rcp which come
with theinstallation of a Kerberos5 client, and ssh, slogin and scp which come
with aKerberized ssh client. These programs have the original features of the
corresponding non-K erberized programs, plus additional features that
transparently use your Kerberos tickets for negotiating authentication and
optional encryption with the remote host. In most cases, al you'll noticeis
that you no longer have to type your password, because K erberos has already
proven your identity.

C}' Be aware that, depending on how the network program is configured and
whether the target machine is Kerberized, you may be prompted for either your
login id or password, both, or neither.

You can check the defaults set for the (non-ssh) programsin the

[ appdef aul t s] sectionof the / et c/ kr b5. conf file. For ssh
configuration, see the ssh man pages. These defaults can be overridden via
command line options (and in the cases of telnet and FT P when invoked
without a hostname argument, via commands inside the program).

In this chapter we list only the command syntax and the Kerberos-added
features for these programs.
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13.2 Kerberized telnet

Communicate with another host using the TELNET protocol. Use with a host
argument to open a connection to that host.

%telnet [-8] [-E] [-F] [-K [-L] [-N] [-S <tos>] \
[-X <authtype>] [-a] [-c] [-d] [-e <escapechar>] [-f] \
[-k <REALM>] [-| <user>] [-n <tracefile>] [-r] [-x] \
[ <host > [ <port>]]

The following are the Kerberos options:

-a attempts automatic login using your tickets. telnet will
assume you want the same login id on the remote host
unless you explicitly specify another (using -1).

- f forwards a copy of your existing tickets to the remote
host, but does not mark them as reforwardable from
there.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

-F forwards a copy of your existing tickets to the remote
host, and marks them as re-forwardable from there.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

-k <REALM> reguests tickets in the specified realm, which may be
different from the one the system would use by default.

-K uses your tickets to authenticate to the remote host, but
does not log you in; i.e., specifies “no auto-login”.

-N turns off ticket forwarding to the remote system.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

- X (encrypt) turns on encryption.

Use of this option overrides any encryption defaults
specified in your machine's configuration files.

- X <atype> disable at ype type of authentication

Example:

Log in to the remote K erberized machine fsgi03.fnal.gov, assume your
username is different on thismachine (-1 gsm t h). Forward tickets and
mark them as reforwardable from the target machine (- F):

%telnet -F -1 gsmth fsgi03.fnal.gov
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13.3 Kerberized rsh

Connect to a specified host, and execute a specified command on that host.

%rsh <host> [-1 <login_name>] [-n] [-d] [-k <REALM;] [-f | -F]
\' [-N] [-x] [-X] <comand>

If <command> isleft off, rsh runsrlogin.
The following are the Kerberos options:

-f

forwards a copy of your existing tickets to the remote
host, but does not mark them as reforwardable from
there.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

forwards a copy of your existing tickets to the remote
host, and marks them as re-forwardable from there.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

requests tickets in the specified realm, which may be
different from the one the system would use by default.

Thisis not a Kerberos option, but we include it with a
usage note. Asinnon-Kerberized rsh, - n redirects
input from the special device / dev/ nul | . If you put
acommand rsh <host > <command> inthe
background with &, it will stop because only a
foreground process can access the tty for input. If you
makeit rsh -n <host> <conmand>, the rsh
command does not have the tty open for input at all, so it
does not get stopped.

turns off ticket forwarding to the remote system.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

(encrypt) turns ON encryption for the session

Use of this option overrides any encryption defaults
specified in your machine's configuration files.

turns OFF encryption of the session.

Use of this option overrides any encryption defaults
specified in your machine's configuration files.
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Example:

Run the command dat e on the remote K erberized machine fsui03.fnal.gov,
and assume your usernameisdifferentonit (-1 qsm t h). The command
doesn’t require Kerberos tickets in order to run, nor does it require encryption
(- X turnsit off):

%rsh fsgi03.fnal.gov -1 gqsmth -X date
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13.4 Kerberized rlogin

Log into aremote host. Kerberos authentication is used in place of the rhosts
mechanism to determine if user is authorized to use remote account.

%rlogin <rhost>[-e<c>] [-8] [-c] [ -a] [-f] [-F] [-N \
[-t <ternmtype>] [-n] [-7] [-noflow] [-d] [-k <REALM>] [-Xx]\
[-X] [-L] [-I <username>]

The following are the Kerberos options:

-f

Example:

forwards a copy of your existing tickets to the remote
host, but does not mark them as reforwardable from
there.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

forwards a copy of your existing tickets to the remote
host, and marks them as re-forwardable from there.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

requests tickets in the specified realm, which may be
different from the one the system would use by default.

turns off ticket forwarding to the remote system.

Use of this option overrides any forwarding defaults
specified in your machine's configuration files.

(encrypt) turns ON encryption for the session

Use of this option overrides any encryption defaults
specified in your machine's configuration files.

turns OFF encryption of the session.

Use of this option overrides any encryption defaults
specified in your machine's configuration files.

L og into the remote K erberized machine fsui03.fnal.gov, assume your
usernameisdifferentonit (-1 qgsm t h), forward areforwardable copy of the
local Kerberos credentials (- F):

%rlogin fsgi 03.fnal.gov -1 gsmith -F
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13.5 Kerberized FTP

Transfer filesto and from aremote host. FTP promptsthe user for acommand.
Type hel p toseealist of commands.

%ftp [-v] [-d] [-i] [-n] [-9] [-k <REALM>] [-f] [-x] [-u] [-t]\
[ <host >]

The following are the Kerberos options:

-f

-k

-Nn

requests that your tickets be forwarded to the remote
host. (Thisisnecessary if the remote host runs AFS.)

<REALM> Ignore this option of the ftp client. It has nothing to do
with Kerberos vb. It doeswork for telnet and the
r-commands.

no auto-login attempt at initial connection, but still does
Kerberos authentication

protect <l|evel >(issuedatthe ftp> prompt) setsthe protection level.

-u

Thelevel cl ear is“no protection”; saf e ensures
dataintegrity, and pri vat e encryptsthe dataand
ensures data integrity.

restrains FT P from attempting auto-authentication; also
disables auto-login.

Note: If your local and remote login names don’t match, you can enter your
login name for the remote system at the prompt that you get after you issue the
ftp command.

Examples:

Transfer files from a remote nonK erberized machine www.xyz.org, and
assume your username is different on it:

%ftp www Xyz.org

Connected to xyz.org.

220 ...

500 AUTH not under st ood.

KERBEROS_V4 rejected as an authentication type

Nanme (www. Xyz. or g: aheavey): anneh

331 Password required for anneh.

Passwor d:

230 User anneh | ogged in.

Renpte systemtype is UNI X

Usi ng binary node to transfer files.

ftp> dir

200 PORT command successful .

150 Opening ASCI| node data connection for file list.
STWTFWAT-- 1 batavia site23 1700 Jan 25 10:52 header_1.4d F

ftp> get header_1.dF
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local: header_1. G F renpte: header _1.GdF

200 PORT command successful .

150 Openi ng BI NARY node data connection for header_1.d F (1700 bytes).
226 Transfer conplete.

1700 bytes received in 0.016 seconds (1e+02 Kbytes/s)

ftp> bye

221 Goodbye.

Transfer files from a remote K erberized machine abc.minos-soudan.org that
runs AFS (you must forward credentials, - f). Assumeyour usernameis
different on each machine. Set the protection to “private” in order to encrypt
the data and ensure data integrity:

%ftp -f abc. m nos-soudan. org

Connected to abc. m nos-soudan. org.

220 abc. m nos-soudan.org FTP server (\Version 5.60) ready.
334 Using authentication type GSSAPI; ADAT nust follow
GSSAPI accepted as authentication type

GSSAPI aut henti cation succeeded

Nane (abc. m nos-soudan. org: aheavey): crluser

232 GSSAPI user aheavey@NAL. GOV is authorized as crluser
Renpte systemtype is UN X

Usi ng binary node to transfer files.

ftp> private

200 Data channel protection level set to private.

ftp> get I mop.qgrs

ftp> bye

221 Goodbye.
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AFS

13.6 Kerberized rcp

Copy files between machines. Each file or directory argument is either a
remote file name of theform r enot e_host : pat h oralocal file

name/path.

%rcp [-p] [-X] [-X] [-k <REALM¢] [-D <port>] [-n] [-F] [-N \
[-c <cache>] [-C <config>] <filel> <file2>

or

%rep [-p] [-x] [-X [-k <REALM] [-r] [-D <port>] [-n] [-F]\
[-N] [-c <cache>] [-C <config>] <file> ... <directory>

The following are the Kerberos options:

-c <cache>
-F

-k <REALM>

Examples:

uses credentialsfile <cache> instead of default

forwards credentials to remote system (Thisis needed if
the other end runs AFS.)

requests tickets for the remote host in the specified
realm, which may be different from the one the system
would use by default.

turns off ticket forwarding to the remote system.

Use of this option overrides any forwarding specified in
your machine’s configuration files.

(encrypt) turns on encryption.
turns off encryption of the session.

Use of this option overrides any encryption specified in
your machine’s configuration files.

Copy thelocal files def . hi st o and ghi . hi st o toyour homedirectory
on the remote machine jkl.myuniv.edu. Assume the remote machine does not
run AFS. Your username is the same on both:

%rcp def.histo ghi.histo jkl.nyuniv.edu:

Copy thelocal directory hi st o and all subdirectoriesto your home
directory on the remote machine jkl.myuniv.edu. Assume the remote machine
does not run AFS. Your username is the same on both:

%rcp /path/to/histo jkI.muniv.edu:

Copy al the filesfrom the directory / pat h/ t o/ o on the remote node
pgr.myuniv.edu into the local directory ~st u/ vwx (quote the first argument
to prevent filename expansion from occurring on the local machine):
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%rcp “pqgr.nmyuniv. edu:/path/to/ mo/*” ~stu/vwx
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13.7 Kerberized su (ksu)

The discussion here is adapted from the ksu man pages. See them for more
information, in particular for option descriptions. The command syntax is:

% ksu [<target _user>] [-n <target principal_name>] [-c \
<source_cache_nane>] [-C <target _cache_name>] [-k] [-D [-r \
<time>] [-pf] [-| <lifetine>] [-zZ] [-q] [-e <command> \
[<args ...>]] [-a [<args ...>]]

The Kerberos V5 ksu program is aKerberized version of the su program
that has two missions. one isto securely change the real and effective user ID
to that of the target user, the other is to create a new security context.

To fulfill thefirst mission, ksu operatesin two phases: authentication and
authorization. Resolving the target principal nameisthefirst step in
authentication. If the source user isroot or the target user is the source user, no
authentication or authorization takes place. In all other cases, ksu looksfor
an appropriate Kerberos ticket in the source cache. If no ticket isin the cache,
then depending on how ksu was compiled, the user may be prompted for a
Kerberos password.

Make sure you are logged in using an encrypted connection before typing your
password!

Upon successful authentication, ksu checks whether the target principal is
authorized to access the target account. In the target user’'s home directory,
authorization is based on whether appropriate entries exist in either

. k5l ogi n or . k5user s, or by name-mapping rules if neither file exists.

ksu can be used to create a new security context for the target program. The
target program inherits a set of credentials from the source user. By defaullt,
this set includes al of the credentials in the source cache plus any additional
credentials obtained during authentication. The source user isableto limit the
credentialsin this set.
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13.8 Kerberized ssh and dogin

The ssh and sl ogi n commands are intended to replace r sh and

rl ogi n (seesections13.3 Kerberized rsh and 13.4 Kerberized rlogin) and to
provide secure encrypted connections between two untrusted hosts over an
insecure network. If the <command> argument isleft off, ssh runs

sl ogi n.

% ssh [-a] [-c idea| bl owfish|des| 3des]| arcfour]| none] \
[-e <escape_char>] [-i <identity file>] [-] <login_nanme>]\
[-n] [-k] [-V] [-0 <option>] [-p <port>] [-q] [-P] [-t] [-V]\
[-x] [-Q [-9g] [-L <port>:<host>:<hostport>] [-R\
<port >: <host >: <host port >] <host nane> [ <conmand>]

-C Specifies cipher for encrypting connection; not needed if specified
in configuration file

-k Disables forwarding of the kerberostickets. This may also be
specified on a per-host basis in the configuration file.

Any Kerberos options would be used within - 0 <ssh- opti ons>.

Examples:

From your local machine, log into the remote node fsgi03.fnal.gov on which

your (different) usernameis gsmith. Respond yes if asked if you want to
continue:

% sl ogin fsgi03.fnal.gov -1 gsmth

Host key not found fromthe list of known hosts.

Are you sure you want to continue connecting (yes/no)?
From your local machine, runthe dat e command on the remote node
fsgi03.fnal.gov, but don’t start a session:

% ssh fsgi03.fnal.gov -1 gsmith date
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13.9 Kerberized scp

Copy files between hosts on a network, using ssh for data transfer.
%scp [-a] [-A [-a] [-Q [-p] [-r] [-v] [-B] [-Q [-L] [-1] \

[-S <path_to_ssh>] [-0 <ssh-options>][-P <port>] \
[-c idea| bl owfish|des|3des|arcfour|none] [-i <identity>]\
[[user @ost1:]fil enamel... [user @ost2:]fil ename2

Any Kerberos options would be used within - 0 <ssh- opti ons>.

Example:

Log into a Kerberized machine at Fermilab, and pull files from aremote
machine, mynode.myuniv.edu. On the remote node the username is gsmith,
and on the local node, it's quentins. The user wantsto pull afile from
mynode.myuniv.edu to hislocal Fermilab machine:

% scp qsm th@rynode. nyuni v. edu: / honme/ gsm t h/ muonrun47. hi sto \
~quent i ns/ geant 4/ wor k/ muonhi st os
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